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The Good The Bad The Ugly

Images source: Wikimedia Commons, 
public domain, generated using AI tools
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What is Generative AI 
(GenAI)?

• Algorithms that leverage machine learning to 
generate new content

• Text
• Images
• Audio and video
• Code

• Often rely on enormous data sets – in the text 
world these are called Large Language Models 
(LLMs)

• GPT-3 was trained on 45 TB, or about 1 million linear 
feet of bookshelf space
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How GenAI Tools Work

• Leverage machine 
learning to identify and 
analyze patterns

• Create new content based 
on those patterns

• In text: “what’s the most 
plausible next word?” 
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Benefits of GenAI – aka The Good

• “It’s Like Talking to 
a Human!”
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Benefits of GenAI
– aka The Good

• GenAI is versatile

• Text examples: 
• Create new text, such as 

emails, policies, outlines
• Proofread existing text
• Summarize content
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Benefits of 
GenAI – aka 
The Good
• Great to use as a 

starting point for 
generating content 
quickly, whether for 
text, image, etc. 

• ChatGPT Demo! 
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Specific Use Cases

• Carry on more realistic conversations, 
e.g., chatbots

• Generate new content

• Analyze and summarize existing 
content

• Creating tailored content

• Pattern recognition, e.g., facial 
recognition

• Translation (languages, programming 
languages)
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Non-text Use Cases

Text-to-image 
creation
Generate stock images, 
generate personalized images

Text-to-audio 
creation
Generate/manipulate voices, 
sounds, music

Text-to-video 
creation
Training/learning, video 
editing, gaze correction, 
aging/de-aging

Based on McKinsey article: https://www.mckinsey.com/featured-
insights/mckinsey-explainers/whats-the-future-of-generative-ai-an-
early-view-in-15-charts
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“Hallucinations”

• GenAI text tools make 
stuff up if they don’t know 
the answer

• Mata v. Avianca

• Exercise: Create your own 
biography

Image source: Southern District of New York
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Creativity

• GenAI is pretty good at generating 
generic content because of how it 
works

• But who wants to see, listen to, read, 
etc. generic content?  

• Under US Federal law, AI-generated 
content cannot be copyrighted

MOVIE

Some ACTOR * Some 
ACTOR * PRODUCER
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Reductionism (as 
GenAI is trained on 
GenAI)

• If GenAI is trained on the 
contents of the Internet… 

• And used to generate a 
significant amount of the new 
content on the Internet… 

• And continues to train itself on 
its own content…

• Same issues will be present for 
images/music/audio/video
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Uh oh. 

Image source: https://twitter.com/samczsun/status/1598679658488217601
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Bias

Content used to train the LLM 
is biased
May occur because the amount of training 
data available is smaller or not 
representative of the task at hand

Bias based on the outputs and 
how humans interpret them
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Intellectual Property and Privacy Concerns

• January: Microsoft, GitHub, and OpenAI sued for improperly 
monetizing open-source code to train their coding tools

• February: Stability AI sued for scraping Getty photos
• April: Samsung banned GenAI usage after employees shared 

sensitive internal information with ChatGPT
• June: OpenAI and Microsoft sued for scraping hundreds of millions 

of social media accounts
• July: Google sued for scraping basically the entire Internet
• August: OpenAI and Meta sued for using the content of authors’ 

books without permission or license
• September: Microsoft will defend its AI customers from copyright 

infringement lawsuits
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Spam, Phishing, and Impersonation

• AI-generated emails are much more conversational and 
believable

• Emails can be written in the style of a particular company 
or person

• Voice or video cloning
• Deepfakes

• https://www.youtube.com/c/CtrlShiftFace
• Creation of highly believable social media accounts
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Malware and Evil Assistants

AI tools are great at writing 
code – including malware

Prompt injection attacks “Let’s pretend…”
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“GenAI is Gonna 
Take My Job!” 

• No. 

• Really, no. 

• BUT…

• Many people who are 
skilled at GenAI tools, and 
use them effectively, will be 
more productive than those 
who aren’t or don’t. 
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So How CAN we 
use GenAI safely?

• Keep a human in the loop and 
verify everything

• Don’t feed GenAI personal or 
sensitive information

• Or use one of the newer 
tools that doesn’t ingest your 
information into its training 
set

• Don’t feed GenAI intellectual 
property

• Experiment – get comfortable 
with its strengths and limitations

• KEEP A HUMAN IN THE LOOP!
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Additional Resources

• ChatGPT: https://chat.openai.com/

• Google Bard: https://bard.google.com/ 

• Chatsonic: https://writesonic.com/chat

• DALL-E 2: https://openai.com/dall-e-2

• Midjourney: https://www.midjourney.com/home/

• Synthesia: https://www.synthesia.io/

• Soundraw: https://soundraw.io/
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Additional Resources

• Learn Prompting
• https://www.learnprompting.org

• One Useful Thing, “Now is the time for grimoires”
• https://www.oneusefulthing.org/p/now-is-the-time-for-grimoires

• McKinsey, “What’s the Future of Generative AI?” – filled with 
links to even more research and resources 

• https://www.mckinsey.com/featured-insights/mckinsey-
explainers/whats-the-future-of-generative-ai-an-early-view-in-15-charts
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For More 
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Jesse Wilkins
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https://www.athroconsulting.com

jesse.wilkins@athroconsulting.com
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https://www.linkedin.com/in/jessewilkins

Twitter: @jessewilkins


